Shared electronic health records systems:

The significance of the privacy dimension.

Moira Paterson*

Many countries are in the process of implementing
systems of shared electronic health records (SEHRS).
This paper explores current developments and highlights
the privacy concerns raised by those systems. Three
areas of privacy concern relating to consent, disclosure
limitation and access to records by third parties including
health administrators, researchers and law enforcement
agencies are examined. It is argued that, unless SEHRs
are firmly grounded in identified policy and technological
designs based on good privacy practice, they are likely

to encounter resistance by both patients and medical

-

practitioners and to be counterproductive to their

S
objectives of improving healthcare outcomes. b
Introduction

Currently in Australia health information is collected and stored locally in paper-based
or electronic systems, with information about each individual held by a number of
different entities in different information silos. This is obviously inefficient and
potentially dangerous but it offers a measure of privacy protection in that an
individual can control the extent to which a complete picture of his or her medical

history is available to any person.
As noted by Terry and Francis,

EHRs are not like paper records writ larger. The differences for patient
privacy and confidentiality and data security are matters of kind, not simply
matters of degree. The irony is that the more inefficient a health records
system, the more it is silo-based and makes interoperability difficult, the fewer

confidentiality and security issues it will pose.’
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Part of the reason for this lies in the potential for silos to quarantine information which
may result in stigma or discrimination such as information about treatments for
sexually transmitted diseases. For example, there is evidence that ‘psychiatric
treatment is often paid for by patients out-of-pocket, precisely to avoid creating a

record over which a patient has little or no control’.2

In February 2006 the Council of Australian Governments (COAG) agreed to
‘accelerate work on a national electronic health records system to build the capacity
for health providers, with their patients’ consent, to communicate quickly and
securely with other health providers across the hospital, community and primary
medical settings’.> The system which is envisaged will be what is commonly referred
to as a shared electronic health record (SEHR) system based on the sharing of a
common summary record separate from the records kept by individual practitioners.
It differs from distributed systems which involve the one-to-one sharing of information

by health providers.*

SEHR regimes have been advocated on the basis that they can make available to
treating professionals a more complete medical history for each patient, thereby
improving the overall quality of healthcare and facilitating a more holistic and
integrated approach to the treatment of patients. They are also attractive to
governments because of their potential to reduce the cost of healthcare budgets and
to provide a more useful source of information for public health policy planning and

medical research.

There are two key elements to the proposed new Australian system: first, the
allocation of unique identifiers for the identification of patients and health providers®
and, second, a SEHR consisting of ‘a longitudinal collection of key pieces of
information that are most important to clinical decision making and ensuring high

quality and better continuity of care’.®
Background

To date there have been two key bodies involved in the development of electronic
health records in Australia: the Commonwealth Department of Health and Aging (via
the HealthConnect project) and the National E-Health Transition Authority Ltd
(NEHTA), a not-for-profit company established by Australian Health Ministers to
develop national e-health standards and infrastructure requirements for the electronic

collection and secure exchange of health information
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HealthConnect had its origins in a report of the National Electronic Health Records
Taskforce which recommended its creation to oversee a nationally coordinated and
distributed network of SEHRs based on a common electronic health records
architecture.” Its key role was to develop a program for the practical implementation
of a SEHR via a staged rollout, following trials in several states. Key initiatives in the
states include the New South Wales Healthelink Electronic Health Record pilot’and
the development of a South Australian electronic planning and referral system for
health consumers with chronic disease.® In addition, the Northern Territory
government has agreed to a framework to collaborate with the Commonwealth on the

progressive implementation of HealthConnect across the Territory.10

Over time it has become clear that the actual implementation of the program
(including procurement activities) will be carried out and substantially paid for by the
states and territories and there has been a transition of most significant design

activities relating to e-health to NEHTA.

NEHTA’s primary role is to develop standards for adoption by the Australian, State
and Territory Governments in their own e-health systems, with a view to creating the

necessary foundations for the adoption of e-health developments, including SEHRs.

Healthcare providers and organisations will be able to contribute information
to an individual’'s SEHR by keeping electronic records of patient interactions,
and using software which is compatible with the SEHR Service(s). This
software will allow healthcare providers to maintain their own detailed
records, while ensuring that the most critical information can be easily
included in the individual's SEHR, without the need for double data entry.
Providers will also be able to see summarised views from the individual’s
SEHR."

NEHTA’s work program for 2007 focuses on producing SEHR specifications and
standards for adoption in the Australian health sector and defining requirements for a
national approach to SEHRs."? It aims to ensure what it describes as a ‘balanced
outcome’ which enhances quality of care while ensuring that privacy and other legal
obligations are met and providing a solution that is both ‘practical and pragmatic’."
As a preliminary to the development of a Shared EHR Business Case for
consideration by COAG in 2008 NEHTA has prepared a Shared EHR Privacy
Blueprint (the Preliminary Privacy Blueprint)™ for targeted consultation via a Shared

EHR Privacy Roundtable. The Roundtable comprised a group of privacy and related
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experts, clinicians and consumer representatives and jurisdictional representatives
with specific privacy expertise. That blueprint provides some clarification concerning
the scope of the SEHR proposed by NEHTA although it is possible that this may alter

in the light of the feedback received.

An issue that has created some uncertainty concerns the relationship between these
initiatives and the proposed National Access Card regime. In an interview given in
January 2007, NEHTA CEO, lan Reinecke has stated that it is his understanding that

the access card will operate quite separately from the healthcare identifier.

At this point there's really no place where the projects intersect. The access
card is a Commonwealth initiative, the healthcare identifiers is pan-

government, involving all states and territories."

It would seem at this stage that the difference between the two initiatives is that the
access card is about a citizen’s relationship with the government, while the UHI is
about an individual’s relationship with a healthcare provider. However, that may

change given that the Access Card proposal is itself still a work in progress.
Privacy and its significance

Information privacy is essentially concerned with an individual's ability to exercise
control over the disclosure and use of their identifiable personal information.'® As

described by the Victorian Law Reform Commission, it -

reflects the belief that individuals should be able to exercise control over their
own lives and have some say in the extent to which other individuals,
governments or corporations obtain access to information about them or

intrude in their life in other ways."”

It is frequently confused with the duty not to misuse confidential (or secret)
information (breach of which gives rise to right to sue). However, while the two

concepts overlap, they are quite different from each other.

The determining factor in relation to the equitable duty not to misuse confidential (or
secret) information is the acceptance of the information on the basis that it will be
kept secret. That acceptance affects the conscience of the recipient of the
information, thereby creating a fiduciary relationship.”® In contrast, the concept of
privacy is grounded in the notion of a personal right to self-determination’ and

respect for individual autonomy and integrity.?
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Privacy serves an important role in enabling people to formulate ‘goals, values,
conceptions of self, and principles of action’ by providing them with a space where
they are free to decide for themselves without having to give account to others.?'
Furthermore, as noted by Gostin, ‘intrinsic harms result from the mere fact of an
unwanted or unjustified disclosure of personal information. Many moral views
recognize the desirability of protecting individuals against the insult to dignity and the

lack of respect for the person evidenced by such disclosures.’?

However, privacy also serves a more utilitarian function not only in terms of
protecting individuals from discrimination and stigmatisation but also in promoting
better health outcomes. There are many studies which show that lack of privacy
affects the willingness of patients to seek medical treatment and the extent to which
they are prepared to be fully frank and open with treating professionals. For example,
it has been established that confidentiality in consultations with their doctors is of
prime importance to young people® and that some adolescents are reluctant to ask
their doctors for advice about sensitive conditions because of anxieties about
confidentiality.?* Collins and Knowles, in a study of the views of adolescents and
adults, found that participants expressed a strong desire for respect for their
autonomy.? They also found that 98% considered that absolute confidentiality was
either essential or at least important.26 Likewise, it has been found that individuals
receiving psychotherapy place a high value on the importance of confidentiality to the

therapeutic relationship.?’

Research also shows that failure to reveal the limits of confidentiality seriously
threatens the therapeutic relationship and the provider's credibility, potentially

compromising treatment and leading the patient to terminate treatment prematurely.?®

While the sharing of health records may not amount to a breach of confidence in the
legal sense, it may create similar responses. A study conducted in South Australia
found that ordinary information sharing within treating teams may be an important

source of misunderstandings between patients and health care providers.?

The fact that they are designed for sharing (and not only amongst treating
professionals but also with third parties, including healthcare administrators) and that
they involve the use of web-based technologies means that SEHRs raise obvious

privacy issues.
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A submission by the Commonwealth Department of Health and Aging to the
Australian Privacy Commissioner has commented in relation to HealthConnect that
privacy and security issues had been consistently identified as a key building block
for HealthConnect. It further states that ‘unless consumers and providers have
confidence in the way that their personal health information is handled, they may well
choose not to participate in such initiatives’ or ‘may not seek the health care they
need which may in turn increase the risks to their own health and the health of

others’.*°

Likewise, NEHTA’s Preliminary Privacy Blueprint acknowledges that privacy is
fundamental for community acceptance of the project. NEHTA’s Approach to Privacy
identifies six privacy tenets which are intended to guide its work program.31 These
include a commitment to privacy as the starting point of initiatives involving the
collection and handling of personal information and individual participation by
maximising individuals’ control over the collection and handling of their personal

health information
The General Legal Context

The extent of privacy protection available in respect of an SEHR will be affected by
the nature of any privacy-related provisions in the legislation which creates the
necessary legal infrastructure for its operation. For example, such legislation might
impose requirements concerning audit trails, criminal sanctions for unlawful access
or disclosure and so forth. However, it is likely that most legal aspects will be
determined by the legal framework which regulates personal health information more

generally.

Relevant laws include information privacy and health records laws and provisions in
statutes which prohibit disclosure (including imposing sanctions for unlawful
disclosure) and provisions which authorise or mandate the disclosure of information
in specific circumstances (for example, provisions which mandate reporting of

specific diseases or authorise access by law enforcement bodies).

Information privacy/health records laws are based on sets of principles which
regulate the collection, use, storage and disclosure of identifiable information as well
as conferring rights of access and amendment. Problematically from the perspective

of the implementation of a nation-wide SEHR, they do not operate uniformly across
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all sectors and jurisdictions, are incomplete in their coverage and to some extent

overlap with each other.

At present the national privacy provisions (NPPs) of the federal Privacy Act 1988
(Cth) do not distinguish between health information and other types of personal
information although they are given enhanced protection under specific NPPs as a
species of ‘sensitive information’. Private sector health records are generally
protected by the private sector provisions in the Privacy Act 1988 (Cth). Public health
sector records are protected under the public sector provisions in the Privacy Act
1988 (Cth),** the Information Act 2002 (NT), Personal Information Protection Act
2004 (Tas) and under sui generis health records laws in Victoria, New South Wales
and the ACT.® The latter also protect private records, thereby creating dual
protection for private sector health records in those jurisdictions. States other than
New South Wales, Tasmania and Victoria do not have either public sector privacy

laws or sui generis health records laws.*

In an attempt to remedy this situation a Privacy Working Group appointed by the
Australian Health Ministers’ Advisory Council has developed a draft National Health
Privacy Code based on a set of National Health Privacy Principles (NHPPs). It would
seem that, while much of the content of the draft Code has apparently been finalised,
it is yet to be formally endorsed at ministerial level.*® Furthermore, it remains unclear
how the Code might be implemented. Options discussed by the ALRC, in its recent
Privacy Issues Paper, include the enactment of national legislation and cooperative
regimes based on a referral of power by the states to the Australian Parliament, the
enactment of mirror legislation or applied legislation, where one jurisdiction passes
legislation which is then applied by the other jurisdictions as a law of those

jurisdictions.*
Privacy-protective system design features

Arguably, if patients are to be able to exercise meaningful control over their
information, they should have some say in whether or not it is collected in the first

place and also as to the ways in which it is subsequently used and disclosed.

The Preliminary Privacy Blueprint suggests a number of mechanisms which should
go some way to achieving a measure of patient control.>’ However, while it seems

clear that the any SEHR will be made available on a voluntary basis and that patients
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will have some elements of control, the precise details still remain to be finalised and

are in any case subject to approval by COAG.
Voluntary participation

The most basic and fundamental mechanism is one ensuring that participation in an
SEHR is voluntary (and that people may choose to cease to participate if they do

decide to register). However, this raises the vexed issue of opt-in versus opt-out.

It would seem from its Preliminary Privacy Blueprint that NEHTA remains committed
to an opt in model (as well as an option to opt out once in). This is very important
from a privacy perspective as it ensures that participation results from an act of
informed volition rather than a default. As explained by the Australian Privacy

Foundation -

only with an ‘opt in’ system can you be sure that people have really been able
to weigh up the risks and benefits to themselves, and make an informed
choice. If the system is ‘opt out’, there is a much greater chance that people
will be enrolled in the system without even knowing about it, or without
understanding that they can choose to opt out. This will particularly be the
case with people of non-English speaking background, literacy problems, or

other reasons not to have received or read the relevant information.®

However, there is a perception that it is easier both technically and administratively to
provide for opt-out. This was illustrated in the case of the recent Healthelink trials in
New South Wales where a late decision to use an opt-out model was justified in
Parliament by the Minister for Health on the basis that; ‘research on international
experience in the United Kingdom and Canada identified significant problems with

the use of an opt-in model’.*

It is to be hoped that similar concerns do not bring about a last minute rethink on the
part of NEHTA or COAG.

Non- reporting restricted views and masking

Other features which enhance patient privacy by giving them control over their
information can include an option not to record specific events in the summary
electronic record or to restrict what information can be seen by specific treating

professionals. The latter can be achieved either by tailoring views so that each
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category of user is able to see only an edited version of the summary on a need to

know basis or by giving patients the option of masking more sensitive data.
Evaluation

Factors which may be relevant in assessing the pros and cons of each of these
features include the extent to which it detracts from the collection of a complete set of
summaries and therefore from the overall efficiencies which the SEHR is designed to
achieve, the extent to which it exposes patients to additional dangers in the event of
function creep and the extent to which, and the form in which, the summary record is

subject to compulsory disclosure to other users.

Non-reporting provides for flexible way in which to achieve meaningful control over
the collection of data and is also likely to increase the chances that individuals will be
willing to opt in to a SEHR scheme. However, it creates practical difficulties in terms
of its administration because of the need to ensure that patients understand the risks
of non-reporting and are able to make an informed choice. In addition, it potentially
undermines the usefulness of the SEHR from the perspective of researchers and

other secondary users such as health administrators.

A system of restricted views provides for a more nuanced form of control by
restricting the parts of the record that can be viewed by different health providers. It
can address the concern frequently expressed that patients may not wish an ancillary
health provider (such as a podiatrist, for example) to access sensitive information
that is not relevant to the services provided by them. However, that approach may be
at odds with the new emphasis on multi-disciplinary treatment teams and there are
practical difficulties in determining precisely which categories are relevant to different
classes of providers. Furthermore, patients need to understand that restricted views

are unlikely to be applicable in respect of secondary users.

A related, but alternative, approach is to allow for the masking of more sensitive
items of information. According to how the system is set up that data would be
viewable only on a ‘need to know’ basis with the express consent of the patient or,
alternatively, by pre-nominated practitioners. To the extent that masking is available,
it may both increase the willingness of patients to opt into the system and reduce the
extent of non-reporting. However, the ability to mask information is more difficult to
achieve in a technical sense, although this task can be made simpler by providing

predetermined categories which can be specified in advance. In addition, as with
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restricted view, masking may be of limited value if it restricts access by other health

providers but not (in a deidentified form) by secondary users.

One specific scenario which is likely to create particular difficulty is where the patient
is currently receiving medication for an illness or disorder that they would like to be
kept secret. In some cases the fact that they are on specific medication may be
sufficient to reveal the nature of their iliness or disorder. However failure to make this
information available to other health providers may present difficulties in terms of the

need to avoid adverse drug interactions.

An different, and arguably more controversial approach,*® which has been suggested
by Terry but was not posited in the Preliminary Privacy Blueprint would permit
patients to access their records and remove or request removal of specific data, or to

place restrictions on its dissemination. As he notes, this has the —

disadvantage for patient care that patients may use idiosyncratic judgment in
securing records, but the concomitant advantage that patients will be able to

exercise individualized preferences in this regard.*'
Further privacy issues

It is important to bear in mind that the information on the shared electronic health
record, although summary in nature, may be more extensive and more sensitive than
the other information that might have been stored within the practitioner’s record
system in the absence an SEHR and the fact that the consequences of its disclosure
may therefore be more serious for the patient. Take, for example, information about a
mental illness or a sexually transmitted disease which migrates onto a practitioner’s
system or onto a hospital system where it may potentially be accessible by a range of

persons (including administrative staff).

In addition, aggregated information of the type accumulated on a SEHR creates a
rich mine of information for a range of third parties, including secondary users (such
as health administrators and researchers) and law enforcement/national security

agencies. In the context of the United States, Gostin comments that:

Advocates have long recognized that the most serious threats to privacy
come from authorized users of health information. Providing a reasonable
measure of privacy for the individual requires, at the very least, some control

over the number of individuals that have access to health information. Once
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large numbers of individuals and organizations have access to sensitive and
often highly valuable information, it becomes difficult to prevent uses that

stigmatize or harm the subjects of those data.*?

There are of course already laws and procedures in place which provide for
disclosure of identifiable health information to a wide range of users.** These include
procedures authorising flows of patient data to insurers for payment and monitoring
functions and from insurers to government and professional agencies.** What is
important is to ensure that the introduction of a SEHR does not result an expansion

of the amount of data available.

There is also an issue concerning the more extensive pool of information which will
potentially be accessible by third parties such as employers who are in a position to
require a patient to give consent to access or even to require them to obtain access

to, and make available, a copy of their health record.

A final broader issue relates to the threat of function creep. Once the system is in
place and there is an increased awareness of the potential value of the store of
information within it, there will be an inevitable pressure to make that information
available for new uses and also to alter the system in ways which increase its
efficiency. Magnusson suggests that: “The factors motivating the massive investment
in health informatics, 'population health' and associated 'secondary use' claims are
almost certainly likely to water down the level of 'individualised' control individual
patients may wish to exercise over the distribution of their health data’.** He also
points to a wider long term trend in which the regulation of medical privacy ‘goes
beyond the allocation of rights and responsibilities within private therapeutic
relationship and enhances the power of the state as the broker for information flows

within health care settings’.*

Concerns about future function creep are partially addressed by the inclusion of an
option to cease to participate. However, there is a possibility that future governments
may be pressured to make the exercise of that option unattractive, or to remove it
altogether. That may also be the case with any option for non-reporting of events.
Arguably therefore what is called for is some mechanism which requires
Parliamentary debate and approval for any extension of existing uses or weakening
of existing privacy safeguards and for ensuring that any such changes are notified to

patients.
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Conclusion

In conclusion, finding appropriate and workable privacy solutions for SEHRs is
important if they are to achieve their promised benefits without undermining the
relationship between patient and health provider. This presents a very difficult
dilemma. Part of the justification for the substantial monetary investment that they
require is based on their potential to produce efficiencies resulting from the
integration of records. However, they pose substantial privacy risks which can best
be addressed by measures which reduce their overall efficiency. Arguably finding an
appropriate balance requires placing an appropriate emphasis on the objective of

improving healthcare outcomes rather than on broader efficiency objectives.
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